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Introduction

Security Essentials

Oracle Fusion Middleware Security Platform

Oracle Web Services Platform “Practica
Oracle Web Service Manager
Custom Policies

I”

Implementation
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About Me

Michael Mikhailidi Social presence

® Specialist |, Federal Services

® 20+ years Oracle experience O @mikhailidi

®* Former Oracle DBA @ https://www.linkedin.com/in/mmikhailidi

* Extensive Oracle Fusion Middleware experience @ http://blog.mmikhail.com/
® Oracle SOA Certified
* Hands-on experience

® Quite infamous blogger and speaker

@6L0C



About Attain
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Headquartered in McLean VA
Management, technology, and strategy consulting firm

Supporting customers in government, healthcare,
education, and nonprofit markets

Industries:

» Defense, Civilian, National Security, Federal
Health, State and Local Government, and more

Technology Partners:

 Red Hat, Oracle, AWS, Salesforce, Microsoft, SAP
MicroStrategy, and more

CMMI Level 5

Our Vision and Mission

< Built-to-last »
< Next-generation »
< Values-driven consultancy »

This vision is the foundation of
Aftain’s culture. At the core of
who we are and how we
operate is a sense of purpose:
to be and attain the best for
those we serve.

Attain’s mission is to change
the world by disrupting the
status quo and improving the
lives we touch.

www.attain.com



http://www.attain.com/

What’s it all about?

* Information & communication protection is important as never
before

— They tell you that all the time

* Security standards are old and will stay there even longer
— Learning curve is steep
— Old formats, lack of compatibility, layers of fossils
* Implementation issues
— On a residual basis
— Lack of resources
— Errors, backdoors, support




Key Security Terms

* Public Key Infrastructure

— Asymmetric key exchange

— Published by Whitfield Diffie and Martin Hellman, in 1976
— Ron Rivest, Adi Shamir, and Leonard Adleman identified the same relationship in 1978 (aka RSA Corp)

e Standard X.509
— X.509 was initially issued on July 3, 1988
— Subset of X.500 standard
— Base for all the modern web of trust and certificates
« Secured Socket Layer/Transport Level Security
— Invented by Netscape in1994

— TLS was introduced in 1999
— SSL version 3 is no longer exists in public communications, the latest TLS version is 1.2, 1.3 is coming

E6LOC



Service and Message Protection

SOAP Services Security specifications

o WS-Security

* Service Protection XML Signature

— User Authentication + XML Encryption
— User Authorization * XML Key Management (XKMS)
— Session Validation * Ws-SecureConversation
_ * WSSecuritypolicy
* Message Protection * WS-Tryst
— Message encryption * Ws-Federatio,

— Message nonrepudiation (Signing)f‘ﬁsg:“'SEWices
— Guarantied Delivery (Reliability) o

" Openip
* Management Tasks : )‘(’:g:ﬂlbcmnect(omq
— Logging XACi ...... .
— Audit ML 'UnlwarkubLan“‘
— Transformation 8Uagé‘”('g;{ﬁ\k ,
< & L) S



Oracle Platform Security Service (OPSS)

QOracle
WeblLogic

 Authentication Sorve Javaic

Application

JavaSE

¢ Slngle Sign-On A Application
e Authorization s l 3

o APIs: Authentication, Authorization, Credential Store Framework, User/Role
 Audit 1
* Credential Store Framework
. Service Provider Interface LE}"BI"
* |dentity Governance Framework $ ' $ $
* Cryptography Providers
e M a n a ge m e nt Authentication Authonzation Cﬁﬂﬁgg L User/Role

* Security Providers ;
* Security Stores >

LDAP /
Database
Servers



Oracle Platform Security Service (OPSS)

ORACLE Enterprise Manager Fusion Middleware Control 12¢

* Users & Groups
s DefaultDomain © )
—f * Credentials
% WebLogic Domain » . .
_ _ * Security Providers

/Domain_DefaultDomain/DefaultDomain >
Users and Groups * Key stores
This page displays information about the users and groups that have been configured in the selected security ° Ap p|icati0n Ro|e S / Policie S

Select a Realm myrealm v

Users Groups

View #l Create X Delete [JEH = Detach

s
Name Description Provider
LCMUser This is the default service account fo... DefaultAuthenticator
OracleSystemUser Oracle application software system ... DefaultAuthenticator

alsb-system-user The ALSB system user is a built-in s... DefaultAuthenticator y
weblogic This user is the default administrator. ~ DefaultAuthenticator



Oracle Platform Security Service (OPSS)

ORACLE Enterprise Manager Fusion Middleware Control 12¢

Users & Groups

w==  DefaultDomain @ Credentials

- ] < .
w= [ WeblLogic Domain v

Security Providers

/Domain_DefaultDomain/DefaultDomain >

Credentials Key stores

A credential store is the repository of security data that certifies the authority of entities used by Java 2, Java EE, and
provider to store and manage their credentials securely.

Application Roles/Policies

A Credential Store Provider

Scope WebLogic Domain

Provider SSP
Location ./

O

14

reate Key Edit... Delete... Credential Key Name

View v =} Create Map

Credential Type

No credentials found

@6L0C



Oracle Platform Security Service (OPSS)

ORACLE Enterprise Manager Fusion Middleware Control 12c

— DefaultDomain ©
E= I~ WebLogic Domain v

/Domain_DefaultDomain/DefaultDomain > S

Security Provider Configuration @

Use this page to configure the security providers for credentials, keys and authorization services
4 Security Store Provider
4 Security Stores

Current policy, keystore and credential store providers are shown below. To migrate the current policy, keystore and credential providers use the Chang¢

Store Type File ~ Change Store Type

Name Location

Policy Store system-jazn-data xml
Credential Store cwallet.sso

Audit Store audit-store.xml
Keystore keystores.xml

4 |dentity Store Provider

Configure parameters for the identity store service to interact with the identity store.  Configure...

4 Security Services

Use the following section to configures the various Security Services. Click on the Configure Button to manage the properties of the respective securitv ¢

Name Description Configure
Single Sign-On Provider You can configure Single Sign-On provider and parameters here for Single Sign-On Service _/‘

Audit Store Configure and Manage properties of Audit Service. ,/‘

Trust Service Provider You can configure Trust Service provider and parameters here for Trust Service _/‘

Policy Store Properties Configure and Manage properties of Policy Store

Credential Store Properties Configure and Manage properties of Credential Store

Users & Groups
Credentials

Security Providers

Key stores

Application Roles/Policies

@6L0C



Oracle Platform Security Service (OPSS)

ORACLE Enterprise Manager Fusion Middleware Control 12c

— _D_efaultDomain (i)
== [ WebLogic Domain ¥

/Domain_DefaultDomain/DefaultDomain > K

Keystore

A keystore is a repository of security certificates, and its scope applies to an application stripe. To work with a stripe or a key
stripe, create a keystore within a stripe, manage certificates in a keystore, change a keystore password, or delete a stripe ol

View «}= Create Stripe  =}= Create Keystore Delete Manage Change Password
Name Protection
| 4 (] system n/‘a
& trust Policy
& demoidentity Password
& castore Policy
& publiccacerts Policy
4 () opss n/‘a
& trustservice_ts Policy

Users & Groups
Credentials

Security Providers

Key stores

Application Roles/Policies

@6L0C



Oracle Platform Security Service (OPSS)

ORACLE Enterprise Manager Fusion Middleware Control 12¢

* Users & Groups
wsw  DefaultDomain © .
== & WebLogic Domain v * Credentials
/Domain_DefaultDomain/DefaultDomain > Ap * Secu rlty Providers
Application Roles * Key stores
Application roles are the roles used by security aware applications that are specific to the application. These roles
are also application roles that are created in the context of end users accessing the application ° Ap plication RoleS/Po | icies

@& To manage users and groups in the WebLogic Domain, use the Oracle WebLogic Server Security Provider.

4 Policy Store Provider

Scope WeblLogic Domain
Provider XML
Location /system-jazn-data.xml

4 Search

Select an application and enter a search keyword for the role name to search for roles defined by this application
application name.

Application Stripe <No application stripe selected> ¥ m G LU c
Role Name Starts With v 3 _ ,




How OWSM Works

u Web Service

® Published by web application Web Service Client
®  WebLogic server runs application and WSM agent *
= Separate application deployments for 3rd party servers WebLogic Server
= WSM Agent enforces global & local policies
Web Application
® Endpoints
= SOA Components Egﬁﬁw
=  C(Clients
" Web Service Client Drgwser
= Accesses service endpoint l
= Should follow policies to complete call e et
=  WSM Policy Manager EMIC ottt ) }—P B e
® Manage policies

®  Release policy information to agents
®  Administrative GUI through Fusion Middleware EM Control

u Web Service Clients

= WSM common and client policies

= Applies policies to the service references



How OWSM Works

1. Client sends a request message to a web service. 6. Response message is intercepted by the policy

2. Policy interceptors intercept and execute the policies interceptors which execute the service policies attached
attached to the client. to the web service.

3. Request message is then sent to the web service. 7. Response message is then sent to the client.

4. Policy interceptors then execute any service policies 8. Policy interceptors then execute any client policies
attached to the web service. attached to the client.

5. Web service executes the request message and returnsa 9. Response message is passed to the client.
response message.

Palicy Interceptor Pipeline
Ragues
> : ]
Client Management| Context Ademmic Reliable | 4 iressing | Security MTOM
j Transaction | Messaging
fesponse

Policy Interceptor Pipeline

Request
: . Reliable Atomiic S L Web I
Fast Infoset MTOM Security Addressing MEX Messaging | Transaction Context Management Service m G Uc

Responid




Oracle JDeveloper 12c - GaOUGApp.jws : VerySimpleApplication.jpr
File Edit View Application Refactor Search Navigate Build Run Team Tools Window Help

@ B g @ 90 Q O & @@&ds b &

Applications = Dﬂg VerySimpleApplication
%] GaOUGApP IMIE A E” B4 YL N7 EESEEEY R0
=] Projects @ @a' ?' o v .
= VerySimpIeAppIication Exposed Services Components
CRm|Resources|
=] SOA
® D Events

=-{_) Mediators

<2 HelloWorldMD.mplan

=[] Schemas /—. % @

= >
22 HelloWorld.xsd HelloWorldMD

HelloWorldService

= Dtests.uit?s Operations:

@ fileList.xml execute
{1 Transformations . J
=-{_) WSDLs

- HelloWorldMD.wsdl
d measurements.xml

‘ D-[Lg VerySimpleApplication

Externa

@6LOC



HelloWorld WSDL

[ -S| | 3 verysimpleapplication [1.0] | £ Can't reach this page E soa-training X |+ v — m| X

6 - O ﬁh (i) soa-training:7107/s0a-infr SDL T}r fE ﬁ\. |5> u S i m p | e WS D L CO nt ra Ct

<?xml version="1.0" encoding="UTF-8"?> u Pa rtne r | i n kS

- <wsdl:definitions xmlns:soap="http:/ /schemas.xmlsoap.org/wsdl/soap/" xmins:wsd|="http://schemas.xmlsoap.org/wsdl/" xmlns:plnk="http:/ /docs.oasis-
open.org/wsbpel/2.0/pinktype" xmins:inpl="http:/ /mmikhail.com/schemas/gaoug/helloWorld"
xmins:tns="http:/ /xmins.oracle.com/GaOUGApp/VerySimpleApplication/HelloWorld"
targetNamespace="http:/ /xmlins.oracle.com/GaOUGApp/VerySimpleApplication/HelloWorld" name="HelloWorld"> |
- zwsdl:documentation>
<abstractWSDL=http:/ /soa-training: 7101/ soa-infra/services/default/VerySimpleApplication!1.0/WSDLs/HelloWorld.wsdl < /abstractWSDL>
</wsdl:documentation>
<plnk:partnerLinkType name="HellowWorld"= [ | Messages
<plnk:role name="HelloWorldProvider" portType="tns:execute_ptt"/>
</plnk:partnerLinkType=
- <wsdl:types>
- <xsd:schema xmins:xsd="http://www.w3.org/2001/XMLSchema"> [ ] PO rts
<xsd:import schemalocation="http://soa-training:7101 /soa-infra/services/default/VerySimpleApplication/HelloWorldMD?
XSD=../Schemas/HelloWorld.xsd" namespace="http://mmikhail.com/schemas/gaoug/helloWorld"/=
</xsd:schemaz

</wsdl:types= B' d 1
- <wsdl:message name="requestMessage"> u I n I n g S

<wsdl:part name="partl" element="inp1:SimpleRequest"/>
</wsdl:message>

- =wsdl:message name="replyMessage":> M
<wsdl:part name="partl" element="inp1:SimpleResponse"/> u SerVI Ce
</wsdl:messagex
<wsdl:portType name="execute_ptt":=
- <wsdl:operation name="execute" >
<wsdl:input message="tns:requestMessage"/>
<wsdl:output message="tns:replyMessage"/>
</wsdl:operation>
</wsdl:portType>
<wsdl:binding name="execute_pttBinding" type="tns:execute_ptt">
<soap:binding transport="http://schemas.xmlsoap.org/soap/http"/>
- <wsdl:operation name="execute">
<so0ap:operation soapAction="execute" style="document"/>
- <wsdl:input=
<soap:body use="literal"/>
</wsdl:input>
- <wsdl:output:
<soap:body use="literal"/>
</wsdl:output=
</wsdl:operation:=
</wsdl:binding=
- =wsdl:service name="HelloWorld"=>
- <wsdl:port name="execute_pt" binding="tns:execute_pttBinding">

<soap:address location="http:/ [soa-training:7101/soa-infra/services/default/VerySimpleApplication/HelloWorldMD"/ > F
</wsdl:port>
< /wsdl:service= ?
<fwsdl:definitions> —
Grreat Lakes Uracle Conference

Schema definitions




Let’s say “Hello”

| iE Request 1

’ ¥ i@ O i http://zoa-training: 7101 /s0a-infra/services/default/VerySimplefpplication/HelloWorldMD ["] %+

E‘ H <soapenwv:Envelope | ; E [ <env:Envelope xmlns:env="http://schemas.xmlscap.orgs/scap/envelope,/" xmlns:wsa="http:/ www.w3. org/2005/08/q &

£ xmlns :scapenv="http://schemas . xmlscap.org/soap/envelope;" = = <env:Header:>

= xmlns :hel="http://mmikhail . com/schemas/gaocug,/helloWorld":= = “wsa:Messagellrurn:db012E£58-2a45-11e8-9cdf-0800277d1lbEE< /wsa HessageIDl>-

o= “soapenv:Header/ = = B “wsa:HReplyTo-

I = <soapenv:Body>- “wsa:Bddressrhttp: //www . w3 _org/2005/08 /addressing/anonymous< /wsa:hddress=
<hel:SimpleRequest=ELOC< hel:SimpleReguests= = “wsa:ReferenceParameters>
</ soapenv:Body> <instra:tracking.ecid xmlns:instra="http://xmlns.oracle. com/sca/tracking/1l.0">=3341750b—eefe-4
</ soapenv:Envelope> <instra:tracking.FlowEventId :xmlns:instra="http:/ /xmlns . cracle.com/sca/tracking/1.0"=70014< iz
<instra:tracking.FlowId xmlns:instra="http:/ /:@mlns.coracle.com/sca/tracking/l. 0"=>T70003</instra
; <instra:tracking.CorrelationFlowId xmlns:instra="http://xmlns.ocracle.com/sca/tracking/1._0"=00
' <instra:tracking.quiescing.SCREntityId xzmlns:instra="http:/ /x*mlns.cracle.com/scaStracking/1.0
</wsa:ReferenceParameters>
</wsa:BReplyTo:-
. = <wsa:FaultTo>
- “wsa:ihddressrhttp:/fvww. w3 . org/I005/08 /addressing/anonymous< /wsa:hAddress>
: “</wsa:FaultTo>
| </env:Header>
= <env:Body>
“<SimpleResponse xmlns="http:/ /mmikhail.com/schemas/gacug/helloWorld”Hello GLOC!</SimpleResponse=
< /enwv:Body=
</Jenv:Envelope-

r



Pit Stop: How to find the right policy?

* Large number policies are predefined and ready to use
— About 55 security policies are predefined in OWSM

* Policy templates, to tailor policies that fits your requirements
* Oracle recommends to follow naming convention

— Helps you understand what policy does by name
— Folder-like structure helps you keep policies organized

oracle/wss_saml_or_username_token_over_ssl_service_policy

AN N N N / [ [

Enforcement
point

Type

@6L0C

Folder Standard Policy OR policy Policy Transport



Apply OWSM Policy to the Service Endpoint

DF\)ACI—E Enterprise Manager Fusion Middleware Control 12c [ weblLogic Domain v §F SOA Infrastructure v weblogic v —

— 4 verySimpleApplication [1.0] ©@
E= o[ SOA Composite w Mar 17, 2018 8:34:23 PM EDT 0

Active = Retire ... Shut Down... Test Settings... + | . Related Links +

Dashboard Composite Definition  Flow Instances  Unit Tests F:g;l_ées

4 Components

Name Component Type

HelloWorld Mediator
<

4 Services and References

Average Processing

Name Type Usage Total Messages Time (sec)

% HelloWorldMD Web Service Service 0 0.000




.

ORACLE Enterprise Manager Fusion Middieware Control 12c I3 WebLogic Domain v T SOAInfrastructure v weblogic v (LT

— 4 VerySimpleApplication [1.0] ©
E= s{2 SOA Composite v Mar 17, 2018 8:34:23 PM EDT 0

Active = Retire ... Shut Down... Test Settings... v |&} - Related Links

Dashboard Composite Definition  Flow Instances  Unit Tests | Policies

You can view and manage the list of policies attached to the web service bindings and components of this S0OA composite application. Click "Attach To/Detach From' to update the list of attached paolicies.

View v ¢ Attach To/Detach Fre: v

Policy Total Security Violations
Policy Name Attached To Reference Category Violations

Status Authentication Authorization Confidentiality

Mo policies attached.




.

= = O n (i) soa-training:7101/em/faces/ai/soa/composite?type=oracle_soa_composite&target=%2FDomain_DefaultDomain%2FDefau ';‘:‘( 7:"5 ﬁ_\, E? ce

ORACI—E‘ Enterprise Manager Fusion Middieware Control 12¢ I WebLogic Domain v £ SOA Infrastructure v weblogic ¥ —

— 4 VerysimpleApplication [1.0] ©
— o[2 SOA Composite w Mar 17, 2018 8:34:23 PM EDT 0

Active = Retire ... Shut Down... Test Settings... v | & 7 Related Links +

Dashboard Composite Definition  Flow Instances  Unit Tests = Policies

You can view and manage the list of policies attached to the web service bindings and components of this SOA composite application. Click "Attach To/Detach From' to update the list of attached policies.

View &2 Attach To/Detach From

=5 HelloWorld Policy Total Security Violations
Policy Mam Attached To Reference Category Violations
@ HelloWorldMD ald Status Authentication Authorization Confidentiality

Mo policies attached.




Apply OWSM Policy to the Service Endpoint

é % O ﬂh (D) soa-training:7101/em/faces/ai/soa/compositeTtype=oracle_soa_composite&itarget=%2FDomain_DefaultDomain%2FDefau 'f.\‘? 7}5 JL |_,f-';> LN

Policy Attachment - Oracle Enterprise Manager
Globally Attached Policies

Name Category Policy Set Enabled Description

Mo rows yet
4

Directly Attached Policies

View

Name Category  Enabled Description Detail

Mo rows yet

o Attach. /. = Detach

=

Available Policies

o
e
i

L]

b

View

Category Status Description Detail

oraclewss_saml20_token_bearer_over_ssl_service_policy Security

This policy authenticates ...
oraclefwss_saml20_token_over_ssl_service_policy Security This policy authenticates ...

oraclefwss_saml_bearer_or_usermname_token_service_policy Security This policy authenticates ...

;oraclem'ss_samI_u-r_username_token_wer_ssl_sewice _policy i Security This policy authenticates ...

£ 44449

§ 8 8 8

oraclefwss_saml_or_username_token_service_policy Security This policy authenticates ...

#6L0C
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Apply OWSM Policy to the Service Endpoint

Policy Attachment - Oracle Enterprise Manager

Attach/Detach Policies(execute_pt) Constraint: None OK  Validate  Cancel

Globally Attached Policies

Name Category  Policy Set Enabled Description

Mo rows yet
{

Directly Attached Policies

View

Name Category Enabled Description Detail

oraclefwss_saml_or_username_token_over_ssl_service_policy Security " This policy authenticates ... c:*

< Aftach = Detach

Available Policies

View » = Detach

&  wss_saml
'] c

Great Lakes Oracle Conference




Apply OWSM Policy to the Service Endpoint e

Policy Attachment - Oracle Enterprise Manager

Policy: oracle/wss_saml_or_username_token_over_ssl_service_policy

Description This policy authenticates users using credentials provided
either in SANML tokens in the WS-Secunity SOAF header or in
the UsernameToken WS-Security SOAFP header. The

Local Optimization check-identity credentials in a SAML token are authenticated against a

SAML login module, while the credentials in a

UsermameToken are authenticated against the configured

Category Security

Enabled +

Assertions

Name Category Type Advertised Enforced
Log Message1 securitylogging Logging

(wIOR Group

WESecurity SAML Token Over 5 securityfmsg-protection, security/a...  wss-saml-token-over-ssl
WSSecurity UserName Token On security/msg-protection, security/a...  wss-username-token-over-ssl

Log Message2 security/logging Logging




.

Apply OWSM Policy to the Service Endpoint

ORACLE Enterprise Manager Fusion Middleware Control 12c It WebLogic Domain v F SOAInfrastructure v weblogic ¥ o

— 4 VerysimpleApplication [1.0] ©@
— o[2 SOA Composite w Mar 17, 2018 8:34:23 PM EDT 0

Active = Retire ... Shut Down... Test Settings... v |& 7 Related Links +

Dashboard Composite Definition  Flow Instances  Unit Tests = Policies

You can view and manage the list of policies attached to the web service bindings and components of this S0OA composite application. Click "Attach To/Detach From' to update the list of attached policies.

View w &% Attach To/Detach From

Policy Total Security Violations
Policy Name Attached To Reference Category Violations o o o
Status Authentication Authorization  Confidentiality
oraclefwss_saml_or_username_token_over_ssl_servic... %, HelloWorldMD Disable Security 0 0 0 0

E6LOC



HelloWorld WSDL with Policy

<?xml version="1.0" encoding="UTF-8"?> = POlicy enabled WSDL ContraCt

- <wsdl:definitions xmins:soap="http:/ fschemas.xmlsoap.org/wsdl/soap/" xmins:wsdl="http://schemas.xmlsoap.org/wsdl/"
xmins:plnk="http:/ /docs.oasis-open.org/wsbpel/2.0/plnktype" xmins:inpl1="http:/fmmikhail.com/schemas/gaoug/helloWorld"
xmlns:tns="http:/ fxmlns.oracle.com/GaOUGApp/VerySimpleApplication/Helloworld" [ ] Partner |In|(S
targetMamespace="http://xmins.oracle.com/GaOUGApp/VerySimpleApplication/HelloWorld" name="HellowWorld">
- <wsdl:documentationz
<abstractWSDL=http:/ /soa-training:7101/soa-infra/services/default/VerySimpleApplication!1.0 /WSDLs/HelloWorld.wsdl < /abstractWsDL = ° e eo_oe
</wsdl:documentation> u WS-POIlcy deflnltlons
- =plnk:partnerLinkType name="HelloWorld" >
<plnk:role name="HelloWorldProvider" portType="tns:execute_ptt"/>
</pInk:partnerLinkType= [ | N1+l
- =wsp:Policy xmins:xsi="http:f /www.w3.org/2001/XMLSchema-instance" wsu:Id="wss_saml_or_username_token_over_ssl_service_policy" SChema deflnltlons
xmins:wsu="http:/ fdocs.oasis-open.org/wss /2004 /01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
xmins:wsp="http://schemas.xmlsoap.org/ws,/2004/09/policy" xmins="http:/ /schemas.xmlsoap.org/ws/2004/09/policy">
- <wsp:ExactlyOne: u Messages
- <wsp:All=
- <sp:TransportBinding xmins:sp="http:/ /schemas.xmlsoap.org/ws/ 2005 /07 /securitypolicy">
- <wsp:Policy> |
- <sp:AlgorithmSuite= Ports
- =wsp:Policy>=
<sp:Basicl28/= . .
</wsp:Policy= u BlndlngS
</sp:AlgorithmSuite=
- <sp:TransportTokenz - S .
- <wsp:Policy=
- <sp:HttpsToken RequireClientCertificate="true"> ervice
<wsp:Policy/=
</sp:HttpsToken:=
</wsp:Policy=
</sp:TransportToken=
- «sp:lLayout=
- <wsp:Policy=
<sp:lax/>
</wsp:Policy=
</sp:Layout>
<sp:IncludeTimestamp/>
<fwsp:Policy>
</sp:TransportBinding=
- =sp:SignedSupportingTokens xmins:sp="http://schemas.xmlsoap.org/ws/2005/07/securitypolicy">

- zwsp:Policy= r
- =sp:SamlToken sp:IncludeToken="http:/ /schemas.xmlsoap.org/ws/2005/07 /securitypolicy /IncludeToken/AlwaysToRecipien ?
- =wsp:Policy>= f

<sp:WssSamlv11Token10/> -
</wsp:Policy> Great Lakes Oracle Conference
</sp:SamiToken: ) ' N R
< /wsp:Policy >




How to say “Hello” now

4 Request 1
.' E O i R A http://sca-training: 7101 /soa-infra/services/ default/VerySimplefpplication/HelloWorldMD ["]‘If' +
E é-::scapemrﬂmrelcpe ; E E <enw:Envelope xmlns:env="http://schemas.xmlsoap.org/soap/envelope/ ">
o xmlns:scapenv="http://schemas .mml soap.org,/socap/envelope," = = <env:Header:=
= xmlns :hel="http://mmikhail . com/schemas/gacug/helloWorld":= = <tracking:faultId xzmlns:tracking="http:// /oracle.sca.tracking.core.TrackingProperty"=70001-
e <soapenv:Header/ > = </env:Header>
= <soapeny :Body= = e
<hel:S5impleRequest>GLOC< /hel :SimpleRegquests = <env:Fault xzmlns:ns0="http://docs.casis-open.org,/wss,/2004,/01/0as5is-20040]1-wss—WsSseCcurity—=
</ soapenv:Body> <faultcodernsl:InvalidSecurity<,/faultcode>
</ soapenv:Envelope> <faultstring=InvalidSecurity error in processing the W5-5Security security header</fa
<faultactor/>
</env:Fault>
</env:Body>
<Jjenv:Envelope:>
=
A b [ ¥]
Au... Headers (.. Attachments(.. W5... WS5-R.. Headers (7} Attachments (0}
response time: 3633ms (317 bytes)

1:1




How to say “Hello” now

i'ﬁ Request 1
" HV" RO ; i ﬂ|http:ffsu:ua-traininq:'.-"'I'D'I.-"sna-infrafsern.rices.-"default-""urern,rﬂimpIEAppIicatiu:un.-"HeII-:uWu:urIdMD ["’]'If’ + a
EI Efﬂ!ﬂ'peu..._.m.ﬂepu T e e i —— v - — ; E‘ El <enw:Envelope xmlns:env="http://schemas_ xmlscap.org/soap/envelope,/" }'_nl:is:w;a="http:_.-',.-’mn~r.w3.:r;:
e ([ “soapenv:Header> w2 [ “<egnv  Header:-
= = “wsse:Security soapenvimistlUnderstand="1" xmlns:wsse="ht = “wsa:MessagelDrurn:5ldeddcs-Za49-11el8-9cdf-0200277d1k8c< /' wsaMessageID>-
= |3 “wsse:UsernameToken wsu:Id="UsernameToken-COcl3C34DBC | “wsa:ReplyTo=
“wsse:Usernamerweblogic</wsse:Usernams> “wsa hddressrhttp://www. w3 .org/2005/08/addressing/anonymous</wsa:Address>
“wsse:Password Type="http://docs.oasis-open.org/ws = “wsa:ReferenceParameters>
<wsse:Nonce EncodingType="http://docs_ocasis-open.o <instra:tracking.ecid xmlns:instra="http:/ /®mlns. oracle. com/sca/tracking/1 . 0">=>33417§
<wWsu:Created>=Z018-03-18T01:11:43 &31Z</wsu:Created <instra:tracking.FlowEventId xzmlns:instra="http://xmlns . oracle.com/sca/tracking/s1.0"
</ wsse:UsernameToken> <instra:tracking.Flowld :xmlns:instra="http:/ /xmlns . oracle.com/scastracking,/1l. 0">=T700(
</wsse:Security> <instra:tracking.CorrelationFlowId xzmlns:instra="http:/ /xmlns_oracle.com/sca/trackiy
k </ soapenv:Header> ) <instra:tracking.guiescing.SCAEntityId xmlns:instra="http:/ /xmlns . oracle. com/sca/tr3
=] = Soapeny :Body= =/wsa:ReferenceParameters:>
<hel:SimpleRegquest>ELOC< /hel:S5impleRegquest> </ wsa:BReplyTo>
=/ soapeny :Body> =] “wsa:FaultTo:=
</ soapenv:Envelope> “wsa bhddressrhttp://www.w3 _org/2005/08/addressing/anonymous<,/wsa:hddress>
</wsa:FaultTo:=
ZSenv-Header>
= <env:Body=
“8impleBResponse mmlns="http:/ /mmikhail.com/schemas/gaoug,  helloWorld">Hello GLOC!</S5impleRd
< /Senv:Body>
<jenv_EZnvelope=

E6LOC



Does it work for the RESTful Services ?

7 Request1 i

Method Endpoint Resource Parameters -
v T+ e
[GET "’”http:.-".-"lucalhost:?'lm ["’]|frestu~.rur|d.-"resu:uurces.fresth:uIrd ||?name:GLOC | :
+i URL ¥ < /_I_
& + X TE v - L2 = ['Greeting"- "My the REST be with you, GLOC!"} =]
[~
= MName | WYalue | Style | Lewvel =
= [name GLOC QUERY METHOD E
< fan
z
3
er

E6LOC



Yes, it does!

Directly Attached Policies

View » /' Attach/Detach 7 Enable Disable Override Policy Configuration () Effective Only (@ All
Category/Policy Name Effective
4 security
oracle/wss_http_token_service_policy v

‘= Detach

Enabled

BRI eAT MAS R TTar N 1 B e ] e B S 1 ] a1 e

inmport oracle.wsm.metadata. annotation.PolicyReference;
inmport oracle.wsmn.metadata. annotation. PolicySet;

E@ippTicationPathi " resources")

@Folicysetireferences = { @PolicyReferencelvalue = "oraclewss_http_token_service_policy") )
SEpublic class CGenerichpplication extends Application {
= public Set<Class<®s> getC]aSSShS(j {

Lol X Y | ] =1 o FEr N S | [Tl X Y e | | Pl W

) B I J:_,-'I:L'._.L.CJ_LL/,I' S B S J:_.'GL,-'._.CJ_Llf
</servlet-mapping:>
<security-constraint>

<web-resource-collection>

i e mm ma v e a Preppep—— AT [P p— A i e e A e

* Using Policy
Manager

* Annotations in
the Java code

* With the good
old web.xml

E6LOC



Apply OWSM Policy at Desigh Time

fy Oracle |Developer 12c Development Build - GaOUGApp.jws : VerySimpleApplication.jpr : /home/ywork/Ga

File Edit View Application Refactor Search Navigate Build Run Team Tools Window Help

@ & CH@ U 90 00~ & aHBE D &

Applications = Dﬂﬂ VerySimpleApplication
&) GaOUGApP IMIE A A" R 4 AR )= a0 @ Ven

=l Projects Rl @~ V&~

\i’:r\rSimpIcApplicatian Exposed Services Components External
@) Resources
=1 soa el .
#-_] Events ; (o @ 2 HelloWorld
=[] Mediators : | HelloWorldMD :
-3 HelloWorld.mplan : | [Operations: E
@-{) schemas i | lexecute & Edit..
#-{_] testsuites W E= Rename
#-{_] Transformations ||~ STemsmssssseseessd % Delet
elefe
=[] WsDLs
& Validate

HelloWorld.wsdl

: HellowWorldServiceMD.wsdl o Configure SOA WS Policies...

& measurements.xml

@ Encrypt Sensitive Data...

+] Application Resources ¢ Configure Sensors...
+) Data Controls - f?
TODO Tasks... -

+ Recent Files




Apply OWSM Policy at Desigh Time

0 Oracle JDeveloper 12c Development Build - GaOUGApp.jws : VerySimpleApplication.jpr : /home/oracle/jdeveloper/mywork/Ga
Eile Edit View Application Refactor Search Navigate Build Run Team Tools Window Help

@ § Ccda@ @ 90 00 & a4 b @

Applications Hlg VerySimpleApplication
&) GaouGApp IMIE A AR 4 L) ) a8 Very
-l Projects Al@-~-vV-E- P
[5] VerysimpleApplication Exposed Se g Configure SOA WS Policies bl ternal
#-{_] Resources . SOA Server WS Policies: HelloWorldMD - Binding WS
=1 soa
@[3 Events MTOM * X P3B

=-{_] Mediators

=% HelloWorld.mplan | I
@] Schemas Reliability /R BB
#-{_) testsuites | l
@[] Transformations

TR T T | [ — Addressing X PB

i -
HelloWorld.wsdl = {@ | |
- HelloWorldServiceMD.wsdl ' | HelloWorldMD :
lad measurements.xm| i |[Operations: SRRy /R VS
E execute
+ Application Resources HAN
+ Data Comtrols . oTmmmm
+| Recent Files Management '4}’ / X s“} E_J'

VerySimpleApplication - Structure - | I

= o VerySimpleApplication '
@[] Mediators Help 0K Cancel

#-[ ) Services
-1 71 Test Suites




Apply OWSM Policy at Desigh Time

Applications = | ofg VerySimpleApplication
& GaOUGApPP IMIE A d” 4L A RZEESEEY X0

=| Projects Q@ V~E~
VerySimpleApplication
@] Resources
=3 soa
- Events Port: execute_pt
= {‘_—I Mediators

- i@ HelloWorld.mplan @ tt&| t@ tf&i

@-{_) Schemas

Exposed Sel @ Configure SOA WS Policies x

SOA Server WS Policies: HelloWorldMD - Binding WS

@] testsuites MTOM @ %| @ @
@-{3 Transformations s Select Security Policies X
=3 wsDLs
HelloWorld.wsdl I Select Security policies from the list:
B HelloWorldServiceMD.wsdl oracle/wss_sam|_or_username_token_over_ss|_service_policy

1 measurements.xml . .
d oracle/wss_saml_or_username_token_service_policy

', . oracle/wss_saml_token_bearer_over_ssl_service_policy
+] Application Resources

=+ Data Controls ~mmmmmm e
+] Recent Files

oracle/wss_sam|_token_over_ssl_service_policy

oracle/wss_sam|20_token_bearer_over_ssl_service_policy

e

HelloWorl oracle/wss_sam|20_token_over_ssl_service_policy
VerySimpleApplication - Structure -
= of§ VerySimpleApplication

&[] Mediators

= \:I Services

@) Test Suites

Ope ration{ oracle/wss_sts_issued_saml_bearer_token_over_ssl_service_policy

execute :oracle,!wss_username_tol-:.en_wer_ssl_servic e_policy

oracle /wss_username_token_over_ssl_wssc_service_policy

CCECEEEEEE

oracle /wss_username_token_service_policy

Help oK

N
w
= |
al
.

E6LOC




Apply OWSM Policy at Desigh Time

Applications < 1= | offd verySimpleApplication
&3 GaouGApp T YA RE QOB wmRA
=l Projects Q] v -
.v::ysmpluppnzg Yo ¥ = Exposed Se{ O Configure SOA WS Policies x
@3 Resources : =
& B s G Wws Policy b4
Zg sv:;:::ors Policy: oracle/wss_username_token_over_ssl_service_policy b
. <& HelloWorld.mplan Category: security ] l L)
l {1 Schemas
& ) testsuites Store Location: |/home/oracle/ jdeveloper/system12.2.1.0.42.151011.0031/DefaultDomain/s I @ @
@[3 Transformations Subcategories:
&3 wsbLs :
- -[@] Helloworld.wsdl - security fauthentication
------ [@] HelloworldServiceMp | | - Security/msg-protection ®-
E measurements.xml @
«— G =S
+| Application Resources Deseription. @
+] Data Controls This policy uses the credentials in the UsernameToken WS-Security SOAP header to @
+ Recent Files authenticate users against the configured identity store. Only plain text mechanism is @C
supported. The policy verifies that the transport protocol provides SSL message protection. @
VerySimpleApplication - Structure | | 1 his policy can be attached to any SOAP-based endpoint. ®
= uﬁ VerySimpleApplication -Q
@[3 Mediators e ®
g g :’em;e; oracle/wss_username_token_service_policy @ .
est Suites = .
= = =] 26L0C
| g




Apply OWSM Policy at Desigh Time

"0 Oracle JDeveloper 12c Development Build - GaOUGApp.jws : VerySimpleApplication.jpr : /home/oracle/jdeveloper/mywork/G
Eile Edit View Application Refactor Search Mavigate Build Run Team Tools Window Help

® 80 CHE © 90 Q-0 & a4 b &

Applications = D{g VerySimpleApplication
& CaOUGApP - v | P ARE OO Scl RO Ve
@ Resources . SOA Server WS Policies: HelloWorldMD - Binding WS
=-3soa
-7 Events MTOM *X DB

=-{_] Mediators | |
L& HelloWorld.mplan

@-{) Schemas Reliability P/ @B

{1 testsuites

-] Transformations ‘ ‘

&-3 wsbLs R —— Addressing X PP
HelloWorld.wsdl {
- HelloWorldServiceMD.wsdl : = i3 | |
ad measurements.xm| i | HellowWorldMD . .

e E _Operations; Security ':I‘}" / xR q} IJ?J
+] Application Resources E execute [g oracle/wss_username_token_over_ssl_service_policy @
+) Data Controls f e
#| Recent Files

- Management ‘ﬁ'}' / % 9 I\E‘i

VerySimpleApplication - Structure = |

=-of§ VerySimpleApplication

[ Mediators ' 2
[ services Help Cancel
[ Test Suites




Apply OWSM Policy at Desigh Time

fy Oracle JDeveloper 12c Development Build - GaOUGApp.jws : VerySimpleApplication.jpr : /home/oracle/jdeveloper/
File |_Edrt | View Application Refactor Search Navigate Build Run Team Tools Window Help

@ § CHag U 90 00 & aw@s b &

Applications ﬂ{lﬁ VerySimpleApplication
= GaoucApp v P AR UG SREy R0 VerySimpleAppli

=l Projects Rl@-V~-E-
VerySim pleApplication
#-{_] Resources
=3 soA
+ 1_:] Events *} """"""""""" - -@
=) Mediators = i 8 @ 2 HelloWorld
.oz HelloWorld.mplan HelloWorldMD

Exposed Services Components External References

-y

1

1

1

= - 1
@] Schemas Ope rations: i
[+ -i_ ] testsuites execute ;
#-{_] Transformations 5 -

------------------------

=-{_J WSDLs
HelloWorld wsdl
HelloWorldserviceMD . wsdl

#36L0C



Not So Simple Composite

of owsmClient - | * HelloWorldService

YA XN QUYL R@
Exposed Services Components External References refe re nce
— Don’t forget to use
oy ® @Eﬁf"mm, Doy protected URL
pelprocess1_clie... } SOAPReference
(O Lomm * BPEL process to call
service

— Mediator is too simple

* Service Reference to
expose process

E6LOC



Not So Simple Composite

o owsmCliemt - | oif3 VerySimpleApplication g .
P T T wemenen. © NOW We select service
SRR 6 configure soaws Policies  x ULEEELE reference, but apply the
SOA Client WS Policies: SOAPReference - Binding WS same pOI|Cy _ W|th client
o txjow flavor
| |
Reliability * 7 %| @@
[ l
Addressing P %| 07 3 7 Y O —— ‘
|| \ a)i
bg:::;:;cnejsl_c[u Security :3: / %| [q} [\E’ ﬁf:;ence ;
\process [} oracle/wss_username_token_over_ss|_client_policy @ p (|3
/3

................

Management & 7 %| 2B
| |

Help Cancel

E6LOC



Not So Simple Composite

6 SOHUNDEN ROy SR * Client side require bit more
Edit Override Values: oracle/wss_username_token_over_ssl_client_policy f .
Name Value Override Value Con Iguratlon

reference.priority . ol ¢
S e~ Click on pencil icon
user.tenant.name . .
ignore.timestamp.in.response ‘ Overrlde Cf-key Value Wlth
sc.token.lifetime credentials alias

* Let’s say wisadmin

Help Cancel

* And save policy

E6LOC



Not So Simple Composite

&Pl Xl QG ERcE KO - OwsmClient

Exposed Services Components External References

e ® ¥ & a)
bpelprocess1_clie... SOAPReference
Operations: Operations:

'pf'OCQSS | 'execute

E J J

* Lockicon on the reference means:
— Policy has ben attached

— One more step before deployment GLUC
-



Not So Simple Composite

Create Key

Select Map

* Key

% Type
* User Name

*
Password

* Confirm
Password

Description

oracle.wsm.security

wisadmin

Password ~~
weblogic
aesBRBEER

GLOC Demo key |

OK Cancel

Time to recall OPSS features

Navigate to WebLogic Domain > Security >

Credentials

Create new key
— Add appropriate credentials

Save the key
Now we are ready for deployment

And if you don’t have oracle.wsm.security map:

Don’t be shy — create it!

@6L0C



Let’s say hello again

- Request 1 =

p ¥ i O & & |httr:l:.-'r,"lu:ucaIh-:ust:'.-"l'l]'l,l‘s-:ua-infra,."ser».rices.fdefauItfﬂwsmCIient."l::lpelprucess%_client_ep [v] H + 8
E = <soapenv:Envelope xmins soapenv="http.//schemas. xmisoap. org/soap/envely = | ; il HTTP/1.1 202 Accepted |
e <spapenv.Header/ = # (Date: Wed, 18 Apr 2018 01:12:51 GMT

2 & <soapenv:Body: = Content-Length: 0

e e | Content-Type:

<hel:SimpleRequest-GLOC</hel-SimpleRequest> X-ORACLE-DMS-ECID: 8a5aTa5f-dDac-428a-a780-0653cf4e0465-000001c0
</soapenv:Body= X-ORACLE-DMS-RID: 0
</scapenv.Envelope=

* OWSM client call:
— No SSL
— No WS-Security

E6LOC



Let’s say hello again

Details of Flow 1D : 80008 - Microsoft Edge

Audit Trai
=48 Invokel

1o e AT

[2018/04/18 20:48:03]

Started invocation of operation "execute" on partner “%)APReference".

18/04/18 20:48:04]

Invoked 2-way operation "execute" on partner "SOAPReference”.

kelnz

rt name="partl" xmins:xsi="http://www.w3.org/2001/XMLSchema-instance">
=SimpleRequest xmlins="http:/ /mmikhail.com/schemas/gaoug/helloworld"
xmins:hel="http:/ /mmikhail.com/schemas/gaoug/helloWorld"=6L0C=/SimpleReque
f 1=

keOut:

rt name="partl" xmins:xsi="http://www.w3.org/2001/XMLSchema-instance">
=SimpleResponse xmins="http://mmikhail.com/schemas/gaoug/helloworld"
xmlins:wsa="http://www.w3.0org/2005/08/addressing">Hello GLOC!=/SimpleRespor

Copy details to clipboard

Assign2

@

(D localhost:7101/em/faces/__ADFvDIg__?_vir=/em/faces/adf.dialog-r tloc=en-US&_mir 0248&_minHeight=7688_pwid=w18¢_afrPag
IFlow Trace = Instance of BPEL Pro Data Refreshed Apr 18, 2018 8:51:17 PM ===
ﬁga Instance of BPELProcess3 @
This page [l Auk fra Micusor Edge -
(@ localhost:7101/em/s0a/mgmt/bpel/flow/dIgElementDetails.htm

8:48:03 PM

However service gets all
necessary headers from the
client policy

@6L0C



What if you need the policy that differs?

it/VerySimpleApplication/HelloWorldService * You found a policy, it does what
(mins:soapenv="http://schemas xmisoap.org/soap/envelope/"> - you need, but not exacﬂy."

)0401-wss-wssecurity-secext-1.0.xsd" xmins:wsu="http://docs.oasis-0pe ° 1 .
ettt r Company security rules mandate:
“
No clear text passwords
0401-wss-username-token-profile-1.0#Password Text">welcome1 </wss

5is-200401-wss-soap-message-§ecurity-1 .D#BaseﬁdBlnaqf"}EGipdelﬁd d | | owe d o

L ¥

E6LOC



What if you need the policy that differs?

* The answer is: Custom policies

Raw) XML ¥ |28

EIDFFA37F96BB154DDB14866444748361025">

g/wss/2004/01/oasis-200401-wss-username-token-profile-1, 0#PasswordDigest">rDGA1E9IM4Exg0ZT9EMc 3eL2grQ=</wsse:Password|
Jen org/wssf2004/01/'oasis-200401-,\lss-soap-message-secl;urity-1 O#Base64Binary">2/VhIEWWxf6Ffky 1HfrAdQ==</wsse:Nonce>
Created>

E)DB14866444748361024">
Created>

</env:Header>
B  <epUBOUY>
nv:Fault xmins:ns0="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-s
<faultcode>ns0:InvalidSecurity</faultcode>
<faultstring=InvalidSecurity : error in processing the WS-Security security header</faultstring
<faultactor/>

<J

Copy of Request 1

¥ O & https://localhost:7002/so0a-infra/services/default/VerySimpleApplication/HelloWorldService % + ©
Enas/gaoug/helloWorld" xmins:soapenv="http://schemas.xmisoap.org/soap/envelope/"> BN 3‘— B <env:Envelope xmins:env="http://schemas.xmisoap.org/soap/envelope/"> =
|2 <env:Header>

BErg/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd" xmins: wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-w§ 5 <tracking:faultid xmins:tracking="http://oracle.soa.tracking.core. TrackingProperty">60013</trackir

</env:Body>

@E6L0




Customize Predefined Policy

ORACL_E Enterprise Manager Fusion Middieware Control 12 I WebLogic Domain v weblogic v ==

— pefauItDomain O
== [ WebLogic Domain Apr 9, 2017 6:28:37 AM PDT 0

DefaultDomain > WSM |

WSM Policies <73 Assertion Templates
4 Search Saved Search Search Policies Criteric ¥

Name Contains v

Search Reset Save..

Category All v
Actions v View w Create CreateLike ) Open ¢ Delete Export ¥ Import [ Generate Client Policy = Detach
,’ v v
Name Category Status  Attachmer Description
@@ oracle/async_web_service_policy Configuration V4 0 This policy facilitates enabling and configuring JRF servi...
@ oracle/atomic_transaction_policy Atomic Transactions v 0 This policy facilitates enabling WS-AT Atomic Transactio...

E6LOC



Customize Predefined Policy

ORACL_E Enterprise Manager Fusion Middieware Control 12 It Weblogic Domain v weblogic v ==

— DefaultDomain @
= F-' WebLogic Domain Apr9, 2017 6:28:37 AM PDT 0

DefaultDomain > WSM Policies > A
Assertion Templates
4 Search Saved Search Search Assertion Template Criteria ¥

Assertion Name Contains v

Search Reset Save...

Category v
e
Actions v View v (¥ Creaté'Like |3 Open ¢ Delete Export %) Import £l =" Detach
&  %wss_username% v
Name Category Description
@ oracle/wss_username_token_client_template Security SOAP binding level policy for username authentication
i oracle/wss_username_token_over_ssl|_client_template Security SOAP binding level policy for simple username authentication with SSL message protec...
# oracle/wss_username_token_over_ssl_service_template Security SOAP binding level policy for simple username authentication with SSL message protec..
i oracle/wss_username_token_service_template Security Service SOAP binding level policy for username authentication
Rows Selected 1 Columns Hidden Columns Frozen gl;%\zmg fouol4

E6LOC



Customize Predefined Policy

. e . ) i
ORACL_E Enterprise Manager Fusion Middieware Control 12¢ 15 WebLogic Domain ¥ weblogic ¥ -+

— DefaultDomain @

— I WebLogic Domain Apr 18, 2018 8:57:20 PM EDT ‘0

DefaultDomain = WSM Puolicies = Assertion Templates = / | ike N
Wss Username Token Over SSL service Assertlon Temp[ate Copy #Save  Cancel

* Name GLOC/wss_username_token_over_ssl_service_template
Display Name Wss Usemame Token Over SSL service Assertion Template

Description Encrypted password policy for the user name

Category ety

Type wss-username-token-over-ssl
,&9 Configuration

Settings

4 Username Token

.
Password Type digest Moie:c Recuiretd ,’?
. Ll
F. & T [ "™ ') { 1 f 4

Creation Time Required




Customize Predefined Policy

ORACL_E Enterprise Manager Fusion Middleware Control 12¢ %3 WeblogicRomaln v | weblogic v fe==
t-"' DefaultDomain ©
== % WebLogic Domain w Apr 18, 2018 8:57:20 PM EDT 0

DefaultDomain > WSM Policies > Policy Create

GLOC/wss_username_token_over_ssl_service_template Save  Cancel

b
General = Assertior g

Display Name

* S
Name GLOC/wss_username_token_over_ssl_service_template

¥ Category Security v

Description WSS user name token policy with the encrypted password|

Enabled

Local Optimization Vv

4 Attachment Attributes
* Applies To Service Bindings

Service Category (@) Service Endpoint () Client () Both

Attachment Count

E6LOC




Customize Predefined Policy

ORACL_E Enterprise Manager Fusion Middleware Control 12 15 WebLogic Domain ¥ weblogic ¥

— DefaultDomain @

== % WebLogic Domain ¥ Apr 18, 2018 8:57:20 PM EDT )

DefaultDomain = WSM Policies > Policy Create

GLOC/wss_username_token_over_ssl_service_template Save  Cancel

General Assertions

4 Add X Delete > Move Up ¥ Move Down Configuration
Assertion D Category Type Options
T

Nc OR Group

. E6L0C




Customize Predefined Policy

4P Add Assertion
Find an assertion template then add it to the selected templates below.
Web Service Assertion Templates Search

Name Contains

Category All
Search Reset
View »
* Template Name Category Description
GLOC/wss_username_token_over_ssl_service_template Security
@ oracle/binding_authorization_template Security
@ oracle/binding_oes_authorization_template Security
@ oracle/binding_oes_masking_template Security

-

0 Add Selected . ¥ AddAIl A Remove Selected 4} Remove All

Selected Assertion Templates Provide a name for each assertion

View w
* Template Name Category * Assertion Name

GLOC/wss_username_token_over_ssl_ser...  Security WSSecurity UserName Token Over SE

Add hsserﬁgn 1. Cancel
=

#6L0C
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Customize Predefined Policy

ORACL_E enterprise Manager Fusion Middieware Control 12 1 webLogic Domain ¥

weblogic ¥ D

— DefaultDomain @
— It WebLogic Domain v

Apr 18, 2018 8:57:20 PM EDT O
DefaultDomain = W3M Policies = Folicy C

GLOC/wss_username_token_over_ssl_service_template

Save i, Cancel
=

General Assertions

4 Add 3¢ Delete > Move Up ¥ Move Down & Configuration

Name Category Type Options

WSSecurity UserName Token Over SSL
<

=k

security/authenticati. . wss-username-toke . 1 <T

Name WSSecurty UserName Token Over SSL 1% [/] Enforced  <D[] Advertised

Category security/authentication, security/msg-protection

Type wss-usermname-token-over-ssl

Details

4 Username Token

Password Type digest v Nonce Required

| E6L0C




Homegrown OWSM Policies

* 3 components:
— Custom assertion executor
Java code, which implements your custom logic with OWSM Java API
— Custom policy file

XML document which defines bindings, parameters, and all that to
make assertion usable

— policy-config.xml

XML document you need to attach new assertion to the OWSM
repository

@6L0C



How to manage hundreds of services?

° You have lot of services and don’t want to enforce all the
policies manually

* All company services should be compliant to set of policies
* But not all of them

The answer: Globally attached policies

@6L0C



Policy Sets

* Contains one or more policies
* Defines subject to apply:

SOA Component

SOA Reference

SOA Service

Web Service Endpoint

Web Service Client

Web Service Connection
Asynchronous Callback Client

* Describes subject scope
* Policies in set have selection filters

@6L0C



Apply Global Policies to all Services

5 SFMN HOME/oracle common/common/bin/wlst.sh

wls:/compact domain/serverConfig> beginRepositorySession()

(W3]
i}
[i]
o
=
]
=]
I
it
w
H
i+
1]
[
Fh
]
H
.
o]
[
[
Fh
H
Iy
w
i+t
[
]
=

(1]
o
#4]
M
H

/wss11l saml or username token with m

ls:/compact domain/serverConfig> wvalidatePolicySet()
all-domain—ws-policy is walid

J ! L1l

wls:/compact domain/serverConfig> commitRepositorySession()

(75]
i}
Liy]
]
jw
(]
=
(¥
¥
e
=1
B
it
it
(i8]
A

d successfully.

1s:/compact domain/serverConfig> exit()




Apply Global Policies to all Services

...or do the same from Fusion Middleware Control

ORACL_E Enterprise Manager Fusion Middleware Control 12¢ I WebLogic Domain v I SOA Infrastructure v weblogic v

“! ¥ HelloworldMD (Web Service) # Related Links v

Dashboard = Policy Configuration = Policy Violations  Properties

Globally Attached Policies

Category/Policy Name Policy Set Enabled
oracle/wss11_message_protection_service_policy all-domain-ws-policy

v
4 »
Directly Attached Policies
View w» /7 Attach/Detach 7 Enable Disable Override Policy Configuration Effective Only @ All = Detach
Category/Policy Name Effective Enabled

4 security

E6LOC



Oracle APl Gateway: OWSM on Steroids

* Secure enough to protect all your services
* Strong enough to live in DMZ

* Smart enough to take a share in routing and transformation
— Data reduction
— Protocol exchange
— API transformation

* Open enough to click into existing management framework
— Integration with Oracle Enterprise Manager



API Gateway Architecture & Components

* Key components and tools
— APl Gateway Manager
— Policy Studio
— APl Gateway Analytics
— APl Gateway Explorer
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API Gateway Architecture & Components

Oracle APl Gateway — APl Key Management(Cloud Consumer)
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API Gateway Architecture & Components

- API Gateway Manager
— Centralized web-based dashboard

— Control and manage API Gateways and groups in a
domain

— Displays aggregated monitoring data from multiple
API Gateway instances

— Including real-time statistics, traffic log, log files,
and alerts

— Manages, monitors, and troubleshoots the API
Services that are virtualized on the API Gateway
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API Gateway Architecture & Components
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API Gateway Architecture & Components

* Policy Studio

— Policy development and configuration for APl and service
protection

— Develops APl Gateway policies and solution packs
— Customizes and extends the APl Gateway using scripting

— Creates Java classes and/or custom filters using the APl Gateway
filter SDK

— Typically on a separate machine from the API Gateway

@6L0C



- Policy Studio - XML Threat Policy
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API Gateway Architecture & Components

* Oracle API Gateway Analytics
— Generate reports and charts based on usage metrics
— Database integration

° Oracle Database
* MySQL Server
* Microsoft SQL Server

— Real-time and historical metrics.
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Real time monitoring
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