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Digital Transformation
A  b u z z w o r d ,  s u r e .  I m p o r t a n t  n o n e t h e l e s s .



Communication
Digital Transformation

From Snail Mail to Fax to Email to Text



Project Planning
Digital Transformation

From Note Pads to Whiteboards to Email to SaaS



Collaboration
Digital Transformation

From Face-To-Face to Phone Calls to Emails to 

Chat Software



Email Still Reigns Supreme
E m a i l  i s  s t i l l  t h e  p r i m a r y  c o m m u n i c a t i o n  m e t h o d  u s e d  b y  

b u s i n e s s e s  t o  c o m m u n i c a t e  &  d e l i v e r  i m p o r t a n t  b u s i n e s s  d o c u m e n t s



81

On Email Alone

The average employee spends over 

81 working days per year on email 

alone

days per year

74
emails every day

Sent or Received

Each business user sends and 

receives an average of 74 emails 

each day

281.1

There are over 281.1 billion emails 

sent and received in the working

world each day

Emails Sent Each Day

billion

business email statistics

Email by the numbers



Email is Not Secure
A t  l e a s t  n o t  a s  s e c u r e  a s  y o u ’ d  h o p e .



How Email Appears to Work vs. How Email Really Works
https://www.oasis-open.org



So, what does this have to do 
with teenagers?

A n d  w h a t  d o e s  i t  h a v e  t o  d o  w i t h  e m a i l ?



According to a 
survey*
#1 Reason to Give a Child a Cell Phone

…Safety & Security

*Survey may or may not have been in informal 

polling of STR Software parents, like me, who have 

children approaching the appropriate age.



Do I need Document Security?
R e g u l a t o r y  e n v i r o n m e n t .  R i s k  p r o f i l e .  B u s i n e s s  r e q u i r e m e n t s .



How do I secure 
my critical docs?
Securing docs with Digital Signatures

If email is not secure and you need to attach 

important files, as many of us often do, the best 

solution is Digital Signatures.



Digital Signatures
W h a t  a r e  t h e y ?



What they aren’t

Electronic Signatures

Electronic Signatures (eSignatures) refer to any 

electronic process that indicates acceptance of an 

agreement or a record.

• Common authentication methods include

• Email, Social ID, Passwords, PINs

• Proof of signing using a secure process and 

audit trail

• Electronic signatures mark a party’s intent to sign a 

document or contract



What they are
Digital Signatures

Digital Signatures use a specific method to sign 

documents electronically by authenticating data 

through cryptographic protocols.

• Signer authentication uses a certificate-based 

digital ID

• Signatures are bound to the document with 

encryption and validated by Certificate 

Authorities (CAs) or Trust Service Providers 

(TSPs)



Electronic Signatures vs. Digital Signatures
www.adobe.com



eSignatures & the Law
A  n o n - c o m p r e h e n s i v e  g u i d e



Legally Binding
In almost every industrialized nation

At least 47 countries have some type of law 

covering Electronic & Digital Signatures.

Two Types of Laws

• Minimalist Laws

• Provide eSignatures the same legal status as handwritten signatures. 

Broadly enforceable with few restrictions. 

• United States — Electronic Signatures in Global and National Commerce Act 

[ESIGN] (2000)

• Australia — Electronic Transactions Act (1999)

• Canada — Personal Information Protection and Electronic Documents Act 

[PIPEDA] (2000)

• Multi-Tier Laws

• Permit eSignatures, but provide great evidentiary weight to Digital 

Signatures (certificate-based Digital IDs) to authenticate signers

• European Union — Electronic Identification and Trust Services regulation 

[eIDAS] (2016)

• China — Electronic Signature Law of the People’s Republic of China (2004)

• India — The Information Technology Act [ITA-2000] (2000)



Understanding Digital 
Signatures

S t r i c t e r  R e q u i r e m e n t s .  R o b u s t  A u t h e n t i c a t i o n .



Robust 
Authentication
Signer’s certificate bound to document

Digital IDs are issued and accredited by Certificate 

Authorities (CAs) and Trust Service Providers 

(TSPs) to meet defined requirements.

Validation Process applying a digital signature

1. User applies a unique or corporate provided Digital 

Signature

2. Document is delivered by electronic means (email) to 

recipient

3. Recipient opens file and is presented with Digital 

Signature

• Using Public Key Infrastructure, the sender’s unique private 

key is validated against reciprocal public key. This process 

does multiple things:

1. Authenticates signer’s identity  

2. Provides proof that the document has not changed since it 

was signed

3. Provides audit trail with information like Signer’s IP address 

or geolocation



Digital Signatures & Oracle
S e c u r i n g  y o u r  D o c u m e n t s  w i t h  O r a c l e  B I P



Document 
Security
The #1 Benefit

Like providing a Cell Phone to a Teenager, applying 

Digital Signatures to Outbound Documents provide 

both the sender and recipient with guaranteed 

security measures 



Implementing A 
Digital Signature 
with BI Publisher
Significant Limitations

BI Publisher supports digital signatures on PDF 

output documents. BI Publisher can access your 

digital ID file from a central, secure location and at 

runtime sign the PDF output with the digital ID.

Prerequisites and Limitations

Use of digital signatures with Oracle BI Publisher output 

documents has the following limitations:

• Only a single digital ID can be registered with BI 

Publisher.

• Only reports submitted through BI Publisher's Schedule 

Report Job interface can include the digital signature.

• The digital signature (singular) is defined globally for the 

instance, so every report has to share the same digital 

signature properties.



Implementing A 
Digital Signature 
with BI Publisher
How To

Path to single digital signature file. 



Implementing A 
Digital Signature 
with BI Publisher
How To

Digital signature placement for a single report.



Implementing A Digital Signature with BI Publisher
https://docs.oracle.com/cd/E28280_01/bi.1111/e22255/digital_sig.htm#BIPAD225

https://docs.oracle.com/cd/E28280_01/bi.1111/e22255/digital_sig.htm#BIPAD225


Implementing A Digital Signature with BI Publisher
https://docs.oracle.com/cd/E28280_01/bi.1111/e22255/digital_sig.htm#BIPAD225

https://docs.oracle.com/cd/E28280_01/bi.1111/e22255/digital_sig.htm#BIPAD225


Automating without BIP
G r e a t e r  F l e x i b i l i t y  &  C o n t r o l



Implementing 
Dynamic Digital 
Signature
Dynamic Digital Signatures with AventX

Dynamically insert your global and/or individual 

Digital Signatures using flexible logic.

Dynamic Digital Signatures provide organizations a 

secure mechanism to address complex regulatory and 

legal requirements associated with emailing documents. 

AventX’s flexible logic queries to accurately apply the 

correct digital signature to every file:

• Multiple Global or Individuals can be registered.

• Scheduled and One-off jobs can include the digital 

signature.

• The digital signature is applied using flexible queries 

after the report is generated.



Setting Up Digital Signatures with AventX
Forms-Based UI



Setting Up Digital Signatures with AventX
Doc Options Query



Setting Up 
Digital 
Signatures with 
AventX
Doc Options Query Canvas



Setting Up 
Digital 
Signatures with 
AventX
Query Definition 



Setting Up 
Digital 
Signatures with 
AventX
Advanced SQL for Dynamic Insertion

v



Setting Up Digital Signatures with AventX
Dynamic Application



Setting Up Digital Signatures with AventX
Dynamic Application



Setting Up Digital Signatures with AventX
Digital Signature In Action



Setting Up Digital Signatures with AventX
Digital Signature Validation 



Setting Up Digital Signatures with AventX
Digital Signature Validation

v



Setting Up Digital Signatures with AventX
Digital Signature Validation



Setting Up 
Digital 
Signatures with 
AventX
Digital Signature Validation

v



Setting Up 
Digital 
Signatures with 
AventX
Digital Signature Validation

v



Comparison
BIP vs AventX

Comparing the application of Digital Signatures 

using BI Publisher and AventX

Oracle BIP AventX

Number of Unique Digital Signatures 1 ∞

Schedule Jobs ✔ ✔

One-Off Jobs — ✔

Signature Embedded to Report ✔ ✔

Signature Embedded to Template — —

Signature Embedded Dynamically — ✔

Applied based on Document Type — ✔

Applied based on User — ✔

Applied based on Custom Query — ✔



Additional Security Features
D e l i v e r  d o c u m e n t s  w i t h  e v e n  m o r e  s e c u r i t y .



Additional Security

PDF/A Format
Widely becoming the standard across all industries for 
archiving digital files. In simple terms, PDF/A is a PDF 
format which prohibits the use of features that could 
hinder long-term archiving and future reproduction. The 
ISO (International Organization for Standardization) 
recognizes PDF/A as the standard format for long-term 
preservation. Further, it can be leveraged as a security tool, 
for delivery of legally binding documents, storing files in 
different languages, full-text searching, and more.

1

Apply Document Restrictions & Watermarks
The standard PDF format allows file creators to implement 
advanced security features in documents. Ideal for outbound 
delivery of files, such as DRAFT Contracts, AventX provides the 
ability to apply these document watermarks automatically using 
flexible logic.

2



Setting Up PDF/A properties with AventX
Document Security using PDF/A



Setting Up PDF/A properties with AventX
Document Security using PDF/A

v



Using Watermarks with AventX
Document Security using Watermarks



Review



Review

Email: Preferred Business Communication
Despite not always being a secure option, Email is still the most 
preferred (and direct) method for email communications, including the 
delivery of important documents.

Digital Signatures > Electronic Signatures
Deploying robust authentication using certificates and Public Key 
Infrastructure, Digital Signatures provide advanced security and are 
therefore given higher evidentiary weight. 

1

BI Publisher Supports Digital Signatures…kind of
Oracle offers very basic support for deploying PDF security via BI 
Publisher, Dynamic Digital Signatures provide unlimited 
customization

2

3

Additional Security Features
Easily deploy additional security features to delivery documents 
via PDF/A (perfect for Multilanguage support and archiving) and 

add watermarks

4
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